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6 SEP 1973

MEMORANDUM FOR: See Distribution List

FROM

Senior DDA Focal Point Officer
SUBJECT : Preparation of Security Classification Guides

in Compliance With Executive Order 12065
REFERENCE : Memorandum From ADDA to UDA Office Directors and

Staff Chiefs; Subject: Planning for Implementation
of E.0. 12065, dated 1 September 1978

1. The purpose of this memorandum is to inform you of action taken
thus far within the Agency to implement certain parts of Executive Order
12065, and to outline the part that you will play in the implementation.

2. On 26 July 1978 representatives of the Agency Directorates, the
National Foreign Assessment Center, and the Office of General Counsel
approved the Action Plan for DDA Assigned Tasks Associated With the
Implementation of Executive Order 12065. Mr. Michael J. Malanick
represented the UDA. Among other assignments, the Action Plan estab-
lished a Task Force on Classification/Declassification/Mandatory Review,
to develop security classification guides on these subjects as required
by the Executive Order. A1l Directorates, the NFAC, 0GC, IPS, 0S, and
RAB are ripresented on the Task Force, which is chaired by the Chief,
Classification Review Group (CRG), ISAS/DDA. I represent the DDA as the
Senior Focal Point Officer for classification and declassification.

3. The approved Action Plan also provides for use of the "system"
previously established for the development and approval of Agency declas-
sificatipn guidelines. The "system" consisted of designating a Focal
Point Offizer (FPO) in each DDA component; the declassificaton guidelines
were then Jeveloped in consultation with, and coordination through the
component P0s.

4. A mamorandum from the ADDA initiating requirements in this
Directorats was sent to all DDA Office Directors and Staff Chiefs on
1 September 1978. Transmitted with it was a 23 August 1978 memorandum
from the ADDA to the two other Deputy Directors, the Director of NFAC,
and the 050 which outlined, inter alia, tne conceptual Task Force
approacn te the preparation of classification guides required by the
Executive Order and its implementing directive, together with an initial
draft Agency Classification Guide prepared by the Task Force (Tab A).
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Note that Par~a. 3.a. of the 23 August memo and Para. 4 of the 1 September
memo estabiish an Agency-wide target date of 18 September for response to
this initial draft of the Agency Classification Guide. It is essential
that your response be as thorough and complete as possible to avoid
tighter deadlinas in coordinating subsequent drafts of the Guide.

5. In drafting the Agency Classification Guide the Task Force was
fully aware of the great diversity of subjects, geographic areas, and
activities with vihich the Agency is concerned, as well as the varied
problems and concerns of its individual components. Accordingly, it
does not presume that the Guide is complete or that it fully represents
the interests of all Agency components. Rather, it contains broad
categories of information meriting classification, under which the
individual comporients may 1ist subcategories of information reflecting
the requirements of the individual offices. The Guide format as pre-
sented is tentative and may be modified.

6. For each subcategory of information developed under each major -
category in the Guide the individual offices must determine the level of
classification to be applied to each, and the duration of the classification.
Any extension of classification beyond six years must be justified. For
your information a suggested 1isting of such reasons is appended as Tab B.

7. In its final form the Agency Classification Guide will be part
of an implementing regulation and will contain prefatory comments
defining the authority to classify, the levels of classification, the
basis for issuing Classification Guides, the limitations and prohibitions
on classification, a statement on how, when, and why foreign government
information will be treated differently, a statement on derivative clas-
sification, and perhaps other information.

8. As the FPO for your component you are requested to do the
following:

a. Review the draft Agency Classification Guide (Tab A} to
insure that the items therein provide for all categories of information
that are subject to classification in your,component. Bear in mind that
the categories were deliberately prepared in general terms, to provide
an umbrella under which the more specific subcategories of information
for eacQ office can be fitted.

b. If you feel that any category does not meet your needs,
then propcse additions.

. <. Under each of the broad categories, list subcategories of
information to be classified which will more specifically meet the needs
of your component. It is necessary that such statements be as inclusive
as possible and that they be congise, to avoid an unnecessarily lengthy
or unwieidy Guide. For each subcategory also cite the level of clas-
sification Lo be appiied to each, the duration of the classification,
and the reason if the classification is extended beyond six years.
Please follow the format shown in Tab C. .
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d. The categories of information in Tab A are unclassified.
If any subcategory that you prepare merits classification indicate the
level of classification at the end of each paragraph.

e. Review the suggested listing of reasons for extending
classificaticn in Tab B and provide comments and any changes you deem
necessary.

f. Obtain at least the tentative approval of your component
chief before submitting your subcategories and associated information.

g. Because of the time constraints and thg extensive
coordination that will be required, your total contIbution outlined
in this paragraph is requested by 18 September.

9. 1In approaching this task you should bear in mind that the
Executive Order requires that the Guide be prepared in such a mannar
that it "will facilitate the identification and uniform classificatian
of information"; the DCI and the Deputy Director for Administration
will approve the final Agency Classification Guide; and that the
Executive Order encourages challenges to original classification by
any recipient of classified information.

10.  If you have any questions or if I can be of help in any manncr,
please call me on| | and we can arrange to get together
individually or perhaps with a larger group. It is essential that your
contribution be received by 18 September, as discussed above.

STAT
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Tab A
DRAFT OF AGUNCY CLASSIFICATION GHIDE
31 fugust 14579
1-3 Classification Requirements.
1-301(a) Military plans, weapons or operations A

(1) Information derived from or through intelligence sources or
methods on foreign intention$, capabilitios, or activities which pose
a potential threat to United States naticnal security interesis or tb
those of allied or other friendly governments.

(2) Information which could reveal the astent or degree of success
achieved by tne United States in the collection of information on and
assessment of foreign military plans, weapons, capabilities or operations.

(3) Information that could reveal defense plans or pocture of the
United States, its allies, or other friendly countries; or enable a
foréign nation or entity to develop countermeasures to such plans or
posture.

(4) Information that could reveal the capebilities, vulnerabilities

or deployment of United States Weapons or weapons systems.

1-301(b) Foreign Government Information

(1) Infcrmation provided to the United States by any eiement of
a foreign government or international organization of governments, with the
expiicit or irplicit understanding that the information ic furnished in

confidence.
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(2) Information procuced by the United States pursuant 1o a
confidential agreément wilh a foreign governueni Or governgios ©r
international organization of governments, ov with any element thercoft,
or produced jointly wiih ¢ fureign Jovernment or governments under such
an agreemcnt.

(3) Information revealing the existence of joint intelligence
activities, facilities, or the nature thereof in foreign countrieg.
1-301(c) Intelligence activilies, sources or methods

(1) Inforiaticn whick could reveal or identify a present, past
or prospective inteiligence source, whether a person, organization,
group, technical systen, mechanism, device, Or any other means or
instrument that provides, iwus provided, or is oeing developed to provide
foreign inteiligence or fureign counterinteiligence.

(2) Information which coulc reveal or identify a present, past
or prospective intelligence method, procedure, mode, technique, or
requirement used or becing ceveioped to acquire, Lransmit, analyze, correlate,
evaluate, or process ‘oreign inteliigence or foreign counterintelligence,
or to support an inte!lligence source, operation or activity.

(3) Information not cificially released which could disclose
the organizational structure of the Central Intelligence Agency; the
numbers and assignments of CIA personnel; the size and composition
of the CIA budget, including internal and external funding; logistical
and associated support activitiec and services, security procedures,
techniques, and activities including those epplicable to the fields of
comrnunications and data processing; or other gquantitative or quatitative
data which could reveal or indicate the nature, objectives, reguirements,

priorities, scope or thrust of Ayency activities, including missions,
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080022-5
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(4) Information that could disclose the identities of ceriain CIA

personnel, or of code designations used by LIA or uiler agencics te
protect such personnel or intelligence sources, methods, or activities.

(5) Information that could revcal the cxistence, nature, <ccpe
or effect of, or idenlify personnei covered under, agreements bhotween the
CIA and other agencies of the United States Government, elemenis of
foreign governments, or other enlities.

(6) Information pertaining to contractual relationships wit;
private individuals, commercia[ concerns, Gr ron-governmental irstitutions
and entities when such a relationship involves a specific intsiiigence .
interest, or reveals the extent or depth of knowledge or technical
expertise possessed by CIA, or when disclosure of the relationzhip cculd
jeopardize the contractor’'s willingness or ability to provide services
te CIA.

(7) Information pertaining to intelligence related methodologies,
techniques, formulae, equipment, programs or models, including computer
simulations, ranging from initial requirements through planning, source
acquisition, contract initiation, research, design and testing, to
production, personnel training, and operational use.

(8) Inforiation which could identify specific recearch, procedures
or data used by CIA in the acquisition and processing of intelligence,
or the producticn of finished intelligence, when such identification
could reveal the particular intelligence interest of the CIA, the value
of the intelligence, or the extent of the CIA's knowledge of a
particular subject.

(9) Information that could disclose CIA criteria and procedures

for the handling of critical intelligence which could affect “he
Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080022-5
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national security of tie Uniied Sicies or of ils ailles and wnich
requires tie munediale atiention of senmsor Agency ofricial..

{10) information Lnat courd reveal, Jeopacdize, Or Comprimise
g cryptographic device, procedure or system. or intetligence data
resuliing irom the erployient of sulh o device, procedure or Lyvsieil,
or the sites, facilitive, Hyntews, and technoiogies used, 0 srupesed
For gse, in the collectien, interpretation, evalusticn, or diasimination
¢f cenmunications or siandls sntelitgence.

{(11) Information pertaining Lo tratning v intelligence Suurces,
p@thods,\and activities srovided under tne auspices of LA 1o andividuals,
organizations or groups arich could reveal or adentity equipment, naterkais,
treining sites, wethods ana teconnigues of anstruction, or the aentities
¢f students and instructors.

(12) information which could disclose LlA policies and procedures
used for personnel recruitment, assesswent, seieclion, training, assignment,
and evaluation.

i-201(d) foreign reialions or foreign activities of the United States

(1) Information which, it disclosed, could lead to foreign
nolitical, econcmic or military action against tie united States or
attier friendly nations.

(2) Informaticn which. 1t revealed, could credate, stimulate, or
incroase international tensions in such manner as tu Vwpair the conductl
of United States foruign policies.

{3) Intormaticn «hich, it reveaied, could deprive the United States

of a diplomatic or economic advartuye related to tne nutivnai security,

iy -
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or which could weaken the position of the United States or its allies
in international negotiations, or adversely affect other activities
pertinent to the resolution or avoidance of international conflicts
or differences having national security significance.

(4) Information that could disclose plans prepared, under
preparation, or contemplated by officials of the United States to meet
diplomatic or other contingencies affecting the security of the Mited
States.

(5) Information that couid identify or otherwise discloze
activities conducted abroad in support of national foreign policy
objectives, and planned and exccuted so that the role of the United States
Governfent is not apparent or acknowledged publicly, or inforrmation that

could reveal support provided to such activities.

(6) Information which could reveal to a foreign naticn, organization
or group that the United States has obtained, or seeks to obtain, certain
data or materials from or concerning such a nation, organization or group,
and which could thereby adversely affect United States relations with or
activities in a foreign country.

(7) Informatjon which, if disclosed, could lead to poilitical or
economic instability, or to civil disorder or unrest, in a foreign country
or could jeopardize the lives, liberty or property of United States
citizens residing in or visiting such a country, or could endanger

United States Government perscnnel or installations there.
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the natianal security

(1) Inforuation which provides the United States with o scientific,
technical, engineering, economic or intelligence cdvantage ~f value to
the national security,

(2) Information concerning CIA research of a scientific or
technical nature leading to the development of special technijues,
procedures, cguipment and equipment configurations, systens, aqd their
use in the collection or production of foreign intelligence or foreign
counterintelligence. ,

(3) Information dealing with research and develeoprent. sperational
p]anniné: deployment, and/or use of scientific and technical devices,
equipment or techniques used for national security purposes hy the CIA
joiht]y with, or through the cooperation of, other United States and/or
foreign governmental entities.

1-301(f) United States Government programs for safeguarding nuclear

materials oR facilities

(1) Information that could reveal, jeopardize, compromise, or
reduce the effectiveness of United States Governnent programs to
safeguard nuclear materials, techniques, capabiiities or facilities.
(2) Information on foreign nuclear progrems, activities, capabilities,
technologies, facilities, plans and intentions, weapons and their
deployment which could disclose the nature, scope or effectiveness of
United States intelligence efforts Lo monitor nuclear developments
abroad, or could cause such efforts to fail ur to be restricted in a

manner detrimental to national security.

-6-
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1-301(g) Other categories of information which are related iu national

security and which require protection against unauthorized diwclosure

as_determined by the President, by a perscr _designated by the President

pursuant to Section 1-201, or by an agency head

(1) Information, documents or materials specifically protected by
statute or treaty.

(2) Information contained in a compilaticn of otherwise undlassificd
material or data which, in the aggregate or by reason of particular
arrangement or juxtaposition, ﬁay require classification as national
security information when assembled and compiled.

(3) Information which could disclose the nature or substance of
confidential advice given to the President of the United States or to
the National Security Council by the Director of Lentral Intelligence.

(4) Information that could reveal the nature or substance of
deliberations within the txecutive Branch of the United States Government
involving policy formulations or other matters relevant to the national
security and participated in, or contributed to, by the Director of
Central Intelligence or his designated representatives.

(5) Information concerning discussions, negotiations, agreements
or relationships between the Director of Central Intelligence or the
Central Intelligence Agency and other departments or agencies of the
Executive Branch, or the Members, committees, and/or staffs of the
United States Senate or House of Representatives, or independent
establishments or individuals, on matters pertaining to the national
security including exchanges of information on, or assessments of, the
potential effects of proposed or pending legislation on the nissions,
functions X,‘Qpiévtéé ForRef2hstS006baM £ B5aRAPE6-00674R000300080022-5
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(6) Information which could be expected to place an individual

in immediate jeopardy.

-8-
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JUSTIFICATION FOR LXTENSION OF CLASSIFICATION

Only officials with Top Sccret classification authority may Clossifty
information for more than six years from the date of the original clas
sification. 1his authority shall be exercised sparingly and when used,

a declassification date or event, or a date for review of the inforration
must be established. This date or event shall be as early as national
security permits but no longer than twenty years after original clas-
sification, except that for foreign government information the date or
event may be up to thirty years after origiral classification. {Sec.
1-402, £.0. 12055.)

tlassification may be extended beyond six years for one o: more of
the following reasons:

1. The information is "foreign government informatior” as
defined in this Agency Classification Guide.

2. The information is specifically jrotected by statute or
treaty.

3. Continued protection of the information is essential to the
national security because it reveals intelligence sources or methods
which, if lost, cannot be regained or replaced, or whose disclosure would
Cause identifiable damage to the national security.

4. The information pertains to cryptography and thus its
continued protection is absolutely essential to the nationz] security.

5. The information could reveal vulnerability or capability
data, the unauthorized disclosure of which can reasonably be expected
to result in negating or nullifying the effectiveness of a system,
installation or project important to the national security.

6. The information concerns plans, operations, or activities
important to national security, the unauthorized disclosure of which
can reasonably be expected to result in negating or nullifying the
effectiveness of the plan, operation or activity, or impeding its
orderly implementation.

7. The information concerns foreign relations matters, the
continued protection of which is essential Lo the national security.

3. Disclosure of the information would place in inmediate
Jeopardy a person important to the national security.

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080022-5
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Tab C

FURMAT FOR SUBMITTING SUBCATEGORIES OF
CLASSIFICATION GUIDES

(The following are general categories of classification guides
contained in Tab A, Agency Classification Guide, and are used
here for illustrative purposes. Follow this format in submitting your
subcategory(ies;, the level of classification to be assigned to each
subcategory, the duration of classification, and the reason if clas-
sification extends beyond six years.) s

L

1-301(c) Intelligence activities, sources and methods

(1) Information which zould reveal or identify a present, past
or prospective intelligence source, whether a person, organization, group,
technical system, mechanism, device, or any other means or instrument
that provides, has provided, or is being developed to provide foreign
intelligence or foreign counterintelligence.

(aa) (First subcategory.)

Level of Ciassification: 1S, S, or C

buration of Classification: (No. of Years)

Justification for Extension
Bayond Six Years:

(bb) (Second subcategory, if any.)

(l.evel, duration, and reason, as above.)

(g) Information which could reveal or identify a present, past
or prospective intelligence method, procedure, mode, technique, or reguire-
ment used or_being developed to acquire, transmit, analyze, evaluate, or
process fgre1gn intelligence or foreign counterintelligence, or to support
an intelligence source, operation or activity.

(Same as (aa) and (bb) above.)

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080022-5
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’ 3 The requirements for disposal of records are ccntained in

imi ies for willful conversion
: ;.C. 33. Criminal penalties
STAT HR[:::]and 44 U.S.
. . Ve - ot
of Federal Records are contained in 18 U.5.C. 641, and for concealmen

or mutilation of records by any public official, in 18 U.5.C. 20];‘

18 U.S.C. 641 - Willful Conversion of
Federal Records - 10 years, $10,009
or bqth

18 U.S8.C. 2071 - Concealment or
Mutilation of Records by any Public
Office - 3 years, $2,000, or both
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CHAPTER 101—RECORDS AND REPORTS

See.

2071. Concealment, removal, or mutilation generally,
2072. TFalse crop reports.

2073. False entries and reports of moneys or scceurities,
2074. False weather reports.

2075. Officer failing to make rcturns or reports.

2076. Clerk of United States Digtrict Court.

Cross Referencos

war contract records, see scction 443 of this title.

§ 2071. Concealment, removal, or mutilation generally

(a) Whocever willfully and unlawfully conceals, removes, muti-
lates, obliterates, or destroys, or attempts to do so, or, with intent
to do so takes and carries away any record, procceding, map, book,
paper, document, or other thing, filed or deposited with any clerk
or officer of any court of the United States, or in any public office,
or with any judicial or public officer of the United States, shall be
fined not more than $2,000 or imprisoned not more than three years,
or both.

(b) Whocver, having the custody of any such record, proceeding,
map, book, document, paper, or other thing, willfully and unlawfully
conceals, removes, mutilates, obliterates, falsifics, or destroys the
same, shall be fined not more than $2,000 or imprisoned not more
than three years, or both; and shall forfeit his office and be dis-
qualified from holding any office under the United States.

June 25, 1948, ¢. 645, 62 Stat. 795.

Historical and Revision Notes

Heviser's Neoto., ased on Title 18, U.8. Reference in subsectlon (a) to intent to
C., 1940 cd., §3 234, 235 (Mar. 4, 1009, c. 321, steal was omitted as covered hy secction
g8 128, 129, 35 Stat. 1111, 1112 [Derived 041 of this title.

5% 1 54 .

from It5. 39 103 nuud 31081 ) Minor changes were made in phraseslo-
fectlon consolldates sections 234 and 235 gy. 80th Congress House Ileport No. 204,
of Title 18, U.B.C., 1040 ed.

Cross Beferences

pinqunlifiostion frox

fuT, ik wel i
aalt of—
Court record or Process, see section 1508 of this title,
Records, see scction 61l of this title.
war contract records, see section 443 of this title,

249
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THEFT
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Ch. 31 EMBEZZLEMENT AND THEFT 18 § 641

Bankruptey—

Tiability for cmbezzlement or misappropriation not discharged, see section 33 of
Title 11, Bankruptey,

Trustee, recelver or officer, embezzlement of property helonging to estate of
bunkrupt, see section 163 of this title.

Coiny, embezzicment of metals, see sectlon 332 of this titie,

Commodity Credit Corporation, embezziement or stealing money, ete., see section 714m
of Title 15, Commerce and Trade,

Consular officers as gullty of cmbezzlement, sce sections 1179, 1108 of Title 22, For-
eign Relnations and Intercourse,

Evidence-— .

Account as evidence of embezziement, see sectlon 3407 of thix title,

Refusal o make wd flle accountingy or reports concerning money or property of
World War veterans as evidence of embezzlement, see section 8501 of Title
38, Veterans' Benefits.

Refusal to pay as evidence of embezzlement, sce section 3487 of this ditle.

Extradition of fugitives from country under control of United States, see section 3185
of this title,

Foreign banking corporations, embezzloment of moneys, ete, by officers, employees
and receivers, sec section 630 of Title 12, Banks and Banking.

Indiaus—

Jurisdiction of offenses committed in 1ndian eountry, see scction 3242 of this title.
Tarceny in Indian country, see section 1153 of this title.

Investment companies, embezzlemeni or stealing moneys, see section 80a-3¢ of "Litle 15,
Commerce and Trade.

Merchant seamen, punishment for embezzlement of ship’s stores or cargo, see sec-
tlon 701 of Title 46, Shipping.

Officers of United States, civil, military, or naval, embezzlement of public or pri-
vato money or property as misdemeanor, see section 210 of Title 50, War and Na-
tional Defense.

Postal Service- -

Letters or other correspondence. embezzlement of, see section 1702 of this title.

Letters or other correspondence, embezzlement or stealing by TPostmaster or Postal
Service employee, sec sectlon 1709 of this title,

Letters or other correspondence, embezzlement or stealing, or reeeipt of em-
bezzled or stolen mail matter, see seetion 1708 of this title,

Mail keys or locks, embezzlement or stenling of, see section 1704 of this title,

Misappropriation of postal funds as embezzlement, see seetion 1711 of this title.

Newspapers, stealing by Postmaster or Postal Service employee, see scetion 1710
of this title,

Post office, hreaking into with intent (o commit larceny, see section 2115 of this
title.

Postal savings, embezzlement laws as applicable, see sectlon 1691 of this litle,

Property uscd by United States Postal Service, embezziement or stealing of, see
section 1707 of this title.

Robbery and burglary, sce section 2111 et seq. of this title.

Btolen property, sea section 2311 et seq. of this title,

Tennessee Valley Authority, application of penal statutes relating to larceny or
embezzlement of public moneys or property of United States, see section 831t of
Title 16, Conservation.

Vessel's owner, limitation of Hability for embezzlement of merchandise, see section 183
et seq. of Title 46, Shipping.

§ 641. public money, property or records

Whoever embezzles, steals, purloing, or knowingly converts to his
use or the use of another, or without authority, sells, conveys or dis-
poses of any rccord, voucher, money, or thing of value of the United
States or of any department or agency thercof, or any property made
or being made under contract for the United States or any department
or agency thereof: or

325




18 § 641

CRIMES Pt. 1

Whoever receives, conceals, or retaing the same with intent to con-
vert it to his use or gain, knowing it to have been embezzled, stolen,

purloined or converted-—

Shall be fined not more than $10,000 or imprisoned not more than
ten years, or both; but if the value of such property does not execed
the sum of $100, he shall be fined not more than $1,000 or imprisoned

not more than one year, or both.

The word ““value” means face, par, or market value, or cost price, ei-
ther wholesale or retail, whichever is greater.

June 25, 1948, c. 645, 62 Stat. 725.

Historieal and

Reviser's Note. Based on Title 18, 1L
HC, 190 ed., §§ 82, 87, 100, 101 (Mar. 4,
1909, «¢. 321, §§ 35, 36, 47, 48, 35 Stut. 1005,
1086-1098;  Oct, 23, 1918, ¢. 184, 10 Stnt.
1W015; June 18, 1931, c. 587, 48 Siat. 980 ;
Apr. 1, 1938, ¢. 69, 52 Stat, 107; Nov. 22,
1943, . 302, 57 Stut, 791).

Section consolidates sections 82, K7, 100,
and 101 o Title 18, 1TL.8.C., 1940 od.
Changes necessary to eoffect (he consoli-
datinn were maile. Words “or shall will-
fully injure or commit sny depredation
aguinst” were taken from said section 8¢
saas to confine it to embezzlement or
theft,

The quoted language, rephrased in the
present {ense, appeurs in section 1381 of
this title.

Words “in a jail” which followed “'im-
prisonment” and preceded “for not mere
than one year” in said seclion 82, were
omitted, (See reviser's unale under see-
tien 1 of this title.)

Language relating to receiving stolen
property is from said seetion 101,

Words  “or aid in concealing”  were
omitted ns unnecessary in view of defin-
itive section 2 of thiy title. YTrocedural
Innguage at end of said section 101 “and
such person may be tried either before or
after the conviction of the principal oi-
fender™ was transferred to and rephrased
in section 34235 of this title,

Words “or any corporaiion in which
the United States of America is a stock-
holder” in sald section 82 were omiited
as unnecessary in view of definition of
“agency” Hu sectlon 6 of this title.

Revision Notes

The provisions for fine of not more
than $L,000 or imprisonment of not more
than 1 year for an offense involving $100
or less and for fine of not more than
$10.000 or imprisonment of not more thun
10 years, or both, for an offeuse involv.
ing a greater amount were written into
this section as more in conformity with
the later congressionat policy, cxpressed
in seclions 82 and 87 of Title 18, U.8.C.,
1940 ed., than the nongradunted penalties
of seetions 100 and 101 of said Title 18

Since the purchasing power of the dul
lar is less than it was when $50 was {he
fignre which determined whether Inreeny
was petit lureeny or grand larvceny, the
sum $100 wis substitufed as more con.
sistent with modern values,

The meaning of “value” in the lasi
paragrapn of the revised seclion is w,
fen to conform with that provided in ge..
tion 2311 of this tille by insertlug the
wards “fuce, par, or.

Thix scetion  inecorporates the recom-
mendation of I'nul W. Hyatt, president,
hoard  of ecommissioners of the Idaho
Stite Bar  Association, that sections 82
amd 100 of Pitte 18, VLR.C., 1940 ed., he
canibined and simplified.

Also, with respect to section 101 of 7.
tle 18, U.H.C. 1940 ed., this seetion news
the suggestion of . 1, JHerrick, Unfteg
Slutes attorney for uerto Rieo, that the
punishment provision of said section he
amended to make the offense a misde.
meanor where the amount involved s §50
or less,

Changes were made in phraseology.

Cross Referonces

Application of general penal statutes relating o Inrceny, embezziement,

or ¢onver-

sion of public moneys or properly of Unifed States, to moneys and property .f
Saint Lawrence Seaway Development Corporation, see section 990 of Title 23,

326

Navigution and Navigable Waters.
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¢ 101—~Fed. Property Management Regulations

continuing euthc:ization and wiil

in all instances where the types

gecords described in the request wiil
mye to accumulate.
21032, Nov. 3, 1071

.11.406-3 .Certification.

ggning of Standard Form 115 by
gopeﬂy authorized agency representa-
ghell constitute certification that
records described do not have, or
pot have after the expiration of the
on period indicated, sufficient ad-
Jtrative, legal, or fscal value to the
-cy itself to warrant further reten-
‘Appraisal by the National Archives
‘Records Service will be limited to
tor possible value to other agen-
{ the Government, and for re-
. or historical value.

; 291"11'406"4 General Accounting Of-
fice clearance.

n Federal egency shall obhtain the
W”‘l of the Comptroller General for
: ’,mposal of rertain classea of records

ung to claims and demands by or

inst the Government or to accounts

&, ghich the Governmrent 1s concerned.

P+ approval shall be obtalned either

: or concurrenily with the sub-

Wm of the disposal request to the

aonal Archives ancl Records Service

U.8.C. 3309).

#R. 21082, Nov. 8, 1971]

01..11.406—-5 Approval of requests

for disposal autherity.
pdter review by the National Archives
gecords Bervice, the Archivist of the
agited States will dete rmine whether the
qeords aTe disposable. If the Archivist
Kgoroves the disposal request, the Na-
: Archives and Records Service will
¢ the agency by returning one copy
sompleted Standard Form 115. This
constitute the dispasal authoriza-
which is mandatory, (For extension
. retention periods or withdrawal of
- gaposal authority, see §§101-11.406-17
101-11.406-—8.) Such authorized dis-
st shail be accomplished as prescribed
§101-11.408. Agencies shall forward 18
ses of all formally published disposal
{ties to the National Archives and

gervice (NC),
Wov. 3, 19711

§ 101-11.406~7

§ 101~-11.406-6 Mutilation and destruc-

tion of records.

(a) The Administrator and the heads
of Federal agencies are responsible for
preventing the unlawful removal, defac~-
ing, alteration, or destruction of records
(44 U.8.C. 2905, 3106).

(b) The penaliles for the willful end
unlawful destruction, damage, or aliena-
tion of Federal records are contained
in the U.S. Criminal Code (18 USB.C,
2070,

(¢) Private files are not governed by
these provisions.

[20 F.R. 16807, Dec. 8, 1064, as amendod »t
86 P.R. 21033, Nov. 8, 1871]

§ 101-11.406-7 Extension of retention
periods.

«a) Approved agency records control
schedules are mandatory (44 U.B.C.
3303a(b) ). Records shall not be main-
tained for a pericd of time longer then
that specified in agency records control
schedules without the prior written ap-
proval of the National Archives and Rec~
ords Service (N7).

(b) Upon submission of evidence of
need, NARS may empower & Federal
agency to retain beyond their specified
retention period records authorized for
disposal (44 U.8.C. 2809). Such exten-
sions of retention perlods will be granted
on the basis of the continuing admin-
{strative, legal, or fiscal value of the rec-
ords to Government operations.

(c) 'The head of a Federal agency may
request an extension of the retention pe-
riod based upon &n evidence of need for
records authorized for disposal. Approval
shall be requested by addressing a letter
to the General Services Administration
(NC), Washington, DC 20408. The re-
guest shall include:

(1) A concise deseription of the rec-
ords for which an extension of retention
period is requested;

(2) A complete citation to the specific
provisions of the agency records control
schecule currently governing disposal of
the records;

(3) A statement of the period of time
that the records will continue to be of
use to the agency;

(4) A statement providing evidence of
the specific need for the records, inciud-
ing information on their continuing ad-
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- CONFIDENTIAL
SECURITY

21, CARE AND USE OF OFFICIAL DATA. All information, classified or
unclassified, received, compiled or crerted by the Central Intelligence Agency
(except personal coples of unclassified personnel papers) is official data and is
the property of the United States Government.

a. POLICY
(1> All employees are prohibited from using official data for anv purpose otber
than in the performance of their official dutles for or on behalf of the
Agency. Official data is not to be held In personal files or set agide for
personal use or benefit.

(2) Officlal data is not to be copled or removed from the flles of the Agency
for release outside the Agency except by thosc officials autt.orized through
chaln of command by the Director of Central Intelligence

(8) Any employee who Is served with a subpoena which may require the dls-
closure of official data to a court, the Congress, or a coramittee of the
Congress will promptly inform the General Counsel of the serving of the
subpoena, the nature of the Information sought, and any circumstanees
which may bear upon the desirability of making available the official data,
so that the General Counsel may advise the Director.

(4) When not in use, official data must be kept in storage facilities which have
been approved by the Director of Security. Consequently, documents which
contaln official data are not to be taken home or stored in private resi-
dences unless the use of an approved, secure facility has been authorized
in advance by the Director of Security.

(6) In addition to the prohibition against unauthorized dlsclosure of officfal
data outside the Agency, internal disclosure of officinl data is imited to
those employees whose dutles require access to it. Employees are not to
disclose official data to those who do not need to know 1t, nor are thry
to try to obtaln official data they do not need to know.

b. RESPONSIBILITIES

(1) Each individual employed by the Central Intelligence Agency i3 responsible
for the secure handling of official data and for protecting it against un-
authorized disclosure. Termination of Agency employment will not affect
these responsibilities.

(2) The Director of Personnel 15 to ensure that all personnel processed through
headquarters report fo the Office of Security to read this regulafon and
the statutes referred to in subparsgreph e below before entering on duty
or separating from the Agency.

(3) Chiefs of :nstallatinm are to ensure that all
personnel not processed through headquarters read this regulation and
she statutes referred to In subparsgraph ¢ before entering on duty or
separating from the Agency.

(4} Any authorized representative of CIA who negotlates with Individuals or
organizations for services Is to ensure that the sppropriate statutory pre-
vistons are incorporated in the Secrecy Agreement or contract The én~

‘? o Approv@drEMMleasg Q{)%Mﬂ&ém@ﬂﬁm674R000300080022-
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CONFIDENTIAL

SECURITY

¢. STATUTORY REFERENCES. Bections 793, 794, and 798, Title 18 of Unlled States

Code prohibit certain activities with respect to defense information and provide
penalties for violation. Section 703 provides generally that persons who lose
defense information without reporting such loss, or gather or transm:t defense
Information wiih the intent or with reason to belleve such information will
be used ta the injury of the United States or to the advantage of any foreign
natlon ars subject to a fine of $10,000 or 10 years Imprisonmment or both. Section
794 provides generally that persons who communicate or deliver or attempt to
communicate or deliver defense Information to any forelgn government with

_intent or reason to belleve such information will be used to the Injury of the
.United Suates or to the advantage of a foreign government are sabjest to

Imprisonment for not more than 20 years. If ihis statute is violated during
wartime, the punishment is death or imprisonment for not more than 30 years.

- Both sections 793 and 794 provide like penalties for & convictlon of conspivacy

to violate either section. Section 798 provides generally that persons who com-~
municate or otherwise make available to an unauthorized person or pub-

_ lisher, or nse in any manner prejudicial to the safety or interest of the United

8tates or for the benefit of any forelgn government any classified information
relating to eryptography or communicatipns intelligence are subject to a fine
of $10,000 or 20 years imprisonment or both,

il sguse, ¢4/ # 207/
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APPENDIX
STATUTES PROHIBITING DISCLOSURE OF OFFICIAL INFORMATION

Departmental reports to Congress (5U.S5.C. 1163, 10 U.S.C. 1582),
insecticide formulae (7 U.S.C. 135a(c)(4), f(b), £(d)), cotton statistics (7
U.S.C. 472), tobacco statistics (7 U.S.C. 507), marketing agreements (7 U.5.C.
608d(2)), sugar production surveys (7 U.S.C. 1159}, crop reports (7U.S8.C.
1373(c)), visa data (8 U.S.C. 1202(f)), census information (13 U.S.C. 9,

214), SEC information (15 U.S.C. 78x, 79v, 8032(b), 80a44, 80bl0), Commerce
reports (15 U.S.C. 176a, 190), FPC information (15 U.S.C. 717g, 825), unemploy-
ment compensation (18 U.S.C. 605), diplomatic codes and correspondence

(18 U.S.C. 952), crop information(18 U.S.C. 190103), Reconstruction Finance
Corp. (18 U.S.C. 1904), proprietary infdrmation (18 U.5.C. 1905, 26 U.S.C.
7213(b)), bank loans (18 U.S.C. 1906), land bank debtors (18 U.5.C. 1907},
agricultural credits (18 U.S.C. 1908), civil service examinations (18 U.S.C.
1917(4)), trade secrets (21 U.S.C. 331(j)), IMF data (22 U.S.C. 286f(c)),
foreign service officers (22 U.S.C. 987), exchange programs (22 U.5.C. 1436),
income tax (26 U.S.C. 7213(a)(1), 7217), drug reports (26 U.5.C. 7237(e)),
sugar tax (26 U.S.C. 7240), collective bargaining (29 U.S.C. 181(a)), patents
(35 U.S.C. 122, 181, 186), veteran's claims (38 U.5.C. 3301), postal savings
(39 U.S.C. 762), addict treatment (42 U.S.C. 260(d)), social security, excise
and other tax information (42 U.S.GC. 1306), confidential official information

(44 U.S.C. 3508), Railroad Retivement Bd. claims (45 U.S.C. 362(d), (m)),
Coast Guard inspection and discharge information (46 U.S.C. 234, 643()),
common carrier data (46 U.S.C.819, 49 U.S5.C. 15(11), 320, 322, 913, 917,
1021), FCC information (47 U.S.C. 154, 220), communications transmitted

(47 U.S.C. 605), handicapped voting (48 U.S.C. 55), shipping (49 U.S.C.
15(13)), Bureau of Mines (50 U.5.C. 139), Selective Service (50 U.S.C. App.
327), vessel procurement contracts (50 U.S.C. App. 1152(4), (5)), housing
construction insurance (50 U.S.C. App. 1896), Defense Production Act reports
(50 U.S.C. App. 2155), commodities (50 U.5.C. App. 2160(f)), and exports
(50 U.S.C. App. 2406(c), 22 U.5.C. 414(b)).

JZ LS oS
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\ oy recent decision, Halperin v. CIA (attached), the court found, again

L sApproved far-Reled se,2016404 19 : E44-RENP 86006 URNNEE006B22-Suld be with-
held despite its limited disclosure in a press briefing some years previous.
Sce also, Weissman v. CIA, Civ. No. 76-1566 (D.C. Cir 1977); Phillippi v.
CIA, 546 F. 2d 1009 (D.C. Cir 1976).

It would appear to be incongruous to refuse to provide protection for
intelligence sources and methods, classified or not, when federal law protects
many other types of official information for various policy reasons. For example,
Section 955 of Title 7 of the U.S. Code provides that peanut statistic information
shall be used only for limited purposes and that "[n]o publication shall be made
by the Secretary [of Agriculture] whereby the data furnished by any person can
be identified, nor shall the Secretary permit anyone other than the sworn
employees of the Department of Agriculture to examine the individual reports."
(June 24, 1936, ch. 745, §5, 49 Stat 1899). Citations to many additional statutes
of this nature are provided in the attached appendix to this letter. The espionage
statutes (18 U.S.C. 793-798) could be suggested as counterparts to these pro-
visions with reference to intelligence sources and methods. However, many of
these laws create an affirmative authority to protect information in addition to
establishing a penalty for its disclosure. Furthermore, as you are aware, the
espionage statutes are far from adequate, provide only an after-the-fact remedy,
and require in their own right a showing of damage to the national defense which
often must be premised upon a showing of proper classification. A further
important distinction is that these other categories of information generally are
required by law to be provided to the U.S. Government and the absence of
specific authority to protect it, and even instances of disclosure, will not
interfere in any significant way with its continued availability. Finally, as is
illustrated by a review of the cases cited earlier, the courts are certain to
interpret any retreat from the existing authority as a congressional sign that
intelligence sources and methods no longer merit the careful treatment accorded
them in the past.

It is for these reasons that we have urged the retention of at least the
existing statutory authority to protect intelligence sources and metheods in a
form which will be effective and meet the requirements of 5 U.S5.C. 552(b) (3)
that such an authority not be discretionary or that it establish a particular
criteria for withholding or refer to particular types of matters to be withheld.
If the legislation continues in its present form, this responsibility should be
treated separately from matters related to classification or declassification, and
it would be desirable from both a bureaucratic and a legal point of view to
repeat these provisions both in Title I for the Director of National Intelligence,
and in Title IV for the Director of the Central Intelligence Agency. Furthermore,
to emphasize the importance of this function, these provisions should not be
mere grants of authority to these officials to protect intelligence sources and
methods, but should take the form of an affirmative direction to provide such
protection to such information.

dF : - -
| Approve or Release 2006/04/19 : CIA-RDP86 ppq-nwgz

3 v

-3 -y & ﬁv. ph -
aelions, = il

H r these & :
P In each of the _ r o ctamnsiad

DI, [P - 3




25X1

-

CONFIDENTIAL

v

SECURITY

21. CARE AND USE OF OFFICIAL DATA. All information, classified or
unclassified, received, compiled or created by the Central Intelligence Ageney
(excep! personal coples of unclassified personnel papers) is officinl dats and Is
the property of the United States Government.

a. POLICY

(1) All employees are prohibited from using official data for any purpose otHer
than in the performance of their official duties for or or behslf of tbe
Agency. Official data s not to be held in personal filles or set aside for
personal use or benefit.

(2) Official data is not to be copied or romoved from the files of tha Agermny
for release outside the Agency except by those officisls authorized through
chain of command by the Director of Central Intelligence.

(3) Any employee who is served with a subpoena which may reguire the dis-
closure of official date to a court, the Congress, or o colnmitiee of thae
Congress will promptly inform the General Counsel of the serving of tha
subpoena, the nature of the information sought, and any clrcumstances
which may bear upon the desirability of making available the official dats,
50 that the General Counsel may advise the Director.

(4) When not in use, official data must be kept in storage facilities which hate
been approved by the Director of Security. Consequently, documents whith
sontain officlal data are not to be taken home or stored in private regi-
dences unless the use of an approved, secure facility has been nuthorized
in advance by the Director of Security.

(6) In addition to the prohibition agalnst unauthorized disclosure of officinl
date cutside the Agency, internal disclosure of official dats iz limited {-
those employees whose dutles require aceess to it. Employres are not o
disclose official data to those who do not need to know it, nor are they
to try to obtain offictal data they do not need to know

b. RESPONSIBILITIES

(1) Bach individual employed by the Central Intelligence Ageney is responsible
for the secure handling of official dsta and for brotecting it agalnst un-
authorized disclosure. Termination of Agency employment will not affeet
these responsibilities.

(2) "The Director of Personnel is to ensure that all personnel processed throogh o
headguarters report to the Office of Seccurity to read this reguiafion and
the statutes referred to in subparagraph ¢ below before entering oo duty -
or separating from the Agency.

(3) Chlefs of[ linstallatlons are to ensure that all |
personnel not processed through headquarters read this regulation anmd
the statutes referred to In subparagraph ¢ before entering on duty or
separating from the Agency.

(¢) Any authorlzed representative of CIA who negotiates with individuals o-

crganizations for services 1s to ensure that the appropriate statutory prg-

visions are incorporated in the Secrecy Agreement or cc:ntrac% 859 g;
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¢. STATUTORY REFERENCES. Sections 798, 794, and 798, Title 18 of Unlted States

Code prolbubit certain activities with respect {0 defense Information and provide
pensalties for violation. Section 7983 provides generally that persons who lose
defense information without reporting such loss, or gathier or transmit defense
Information with the intent or with reason o helleve such informution will
be used to the injury of the United States or to the advantage of any forelgn
nation are subject to a fine of $10,000 or 10 years imprisonment or both. Section
784 provicles generally that persons who communieate or deliver or attempt to
communicate or deliver defense Information to any foreign government with
intent or reason to believe such information will be used to the injury of the
Unlted States or to the advantage of a foreign government are subject to
imprisonraent for not more than 20 years. If thiz statute is violated during
wartime, the punishment is death or imprisonment for not more than 30 years.
Both sections 783 and 794 provide like penalties for a conviction of conspiracy
to violate either sectlon. Section 798 provides generally that persons who com-
municate or -otherwise make avallable to an unauthorized person or pub-

~ lsher, or use In any manner prejudicial to the safety or Interest of the United

Btates or for the benefit of any forelgn government any classified information
relating to cryplography or communications intelligence are subject to a fine
of $10,000 or 20 years imprisonment or both.
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44 § 3508 PUBLIC PRINTING AND DOCUMENTS  Ch. 35

Historical and Revision Notes

Reviser's Note. Dased on 414 U.8.Code,
1964 ed., Supp, II, '§ 423 (Dec. 24, 1042,
ch. 811, § 4, 56 Stat. 1079).

Legislative Mistory. For legislative

history and purpose of Pub.T. 90-62p,

see 1068 U.S.Code Cong. and AdnuNews,
p. 4438, ‘

Library References

Witnesses &»216.

C.J.8. Witnesses § 264.

Notes of Decisions

1. Aathority for collection of informa-
tion

Where the Dircetor sought release of

information from the Corps of Engineers

on meeting the conditions that it had
“authority to collect the information it-
self’” and such authority was “supported
by legal provision for ecriminal peaal-

to the Maritime Commilssion, the latter ties,” 1049, 41 Op.Atty.Gen., September
agency was entitled to such information 28, ,

§ 3509. Pians or forms for collecting information; submis-
sion to Director; approval
A Federal agency may not conduct or sponsor the collection of in-
formation upon identical items, from ten or more persons, other than
Federal employees, unless, in advance of adoption or revision of any
plans or forms to he used in the collection—

(1) the agency has submitted to the Director the plans or
forms, together with copies of pertinent regulations and of
other related iaterials as the Director of the Bureau of the
Budget has spe:cified;_ and

(2) the Director has stated that he does not disapprove the
proposed collection of information.

Pub.L. 90-620, Oct. 22, 1968, 82 Stat. 1304.

¥listorical and Revision Notes

Neviser's Note. DBased on 44 T.8.Code, Legislative Xistory. For legisiative
1961 ed., Supp. II, § 424 (Dee. 24, 1912, history and purpose of Pub.L. 9$0-620,
ch. 811, § §, 56 Stat. 1079), sce 1068 U.8.Code Cong. and Adin.News,

p. 4438,

§ 3510. Rules and regulations

The Director of the Bureau of the Budget may promulgate rules
and regulations necessary to carry out sections 8501-3511 of this
title,

Pub.L. 90-620, Oct. 22, 1968, 82 Stat. 1305.
206
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Ch. 35 COORI1

Histo:

Reviser's Note. Based on ¢
1664 ed., Supp. II, § 425 (De
ch, &1, § 6, 56 Stat. 1079).

§ 3511. Penaltyt

n

A person failing to i
shall be subject to pen:
other penalty may be im
or by the withdrawal o
ment, or immunity, exce
ment, or immunity is I«
revealed by the informa

Pub.L. 90-620, Oct. 22, 1

Histo

Reviser's Note. Dased on 4
196¢ ed., Supp. I, § -1?27 (De
ch. 8§11, § §, 56 Stat. 1080).




Historieal and

Reviser's Note. DBased on 44 U.8.Code,
1964 ed., Supp. II, § 422(e) (Dec. 24, 1042,
¢l 811, § 3¢e), 58 Stat. 1078).

Notes of

1. Commodity shipments

Under the provisions of this seec-
tion, the Director of the Buveau of the
DBudget may require the Corps of Engi-
neers, Department of the Army, to make

COORDINATION OF SERVICES 44 § 3508

Revision Notes

Legisiative Hlstory. For Ilegislative
history and purpose of Pub.L. 90-620,
see 1965 U.S.Code Cong. and Adm.News,
p. 4138,

Decisions

information obtained since December 24,
1042, relating to commodities shipped in
the doraestic water trades of the United
States, 1949, 41 Op.Atty.Gen., September

available to the Maritime Commission 28,

§ 3508.

Unlawful disclosure of information; penalties; re-
lease of information to other agencies

(a) If information obtained in confidence by a Federal agency is
released by that agency to another Federel agencey, all the provisions
of law including pcnalties which relate to the unlawful disclosure
of information apply to the officers and employees of the agency to
which information is released to the same extent and in the same
manner as the provisions apply to the officers and employees of the
agency which originally obtained the infecrmation. The officers and
employees of the agency to which the information is released, in ad-
dition, shall be subject to the same provisions of law, including pen-
alties, relating to the unlawful disclosure of information as if the
information had been collected directly by that agency.

{b) Information obtained by a Federal agency from a person un-
der this chapter may be released to another Federal agency only—
(1) in the form of statistical totals or summaries; or

(2) if the information as supplied by persons to a Federal
agency had not, at the time of collection, been declared by that
agency or by a superior authority to be confidential; or

(3) when the persons supplying the information consent to
the release of it to a second agency by the agency to which the
information was originally supplied; or

(4) when the Iederal agency tn which another Federal
agency releases the information has authority to collect the in-
formation itself and the authority is supported by legal provision
for criminal penalties against persons failing to supply the in-
formation.

Pub.L. 90-620, Oct. 22, 1968, 82 Stat. 1304,
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